The extension field F P q where q is a prime divisor of (P −1), has a unique structure. This paper describes this unique structure and uses it to derive formulas relating the trace values for elements in F P q . These formulas can be refined for certain elements to produce a formula for the trace.
Background
When q is a prime divisor of (P − 1), the extension field F P q has a unique structure. This structure is based on the factorization of (P q − 1) with respect to (P − 1) and q.
Let q be a prime with P = q n s + 1 (1.1)
where n 1, and gcd(q, s) = 1. Cipolla [3] used the fact that q n+1 |(P q − 1) along with properties of the norm of elements in F P q to design a square root algorithm (q = 2) over F P . This algorithm is easily extended to compute qth roots for any prime q [1] and avoids the generally required discrete logarithm computation for n > 1 [2, 4] .
Besides relating norms of elements in F P q to qth root computation in F P , the structure of F P q relates trace functions for certain subsets of elements in F P q . This relationship and associated trace identities lead to an exact formula for the trace of elements of order 3 in F P 2 \ F P and of order (2q + 1) in F P q \ F P when q > 2. These trace formulas and identities were derived, not surprisingly, on the number theoretic structure of (P q − 1) when q divides (P − 1). When q n P − 1, we know that [5] ). It immediately follows that
for q > 2 or n > 1. The trace and polynomial formulas derived in this paper focus on elements in F P q of prime order R where R|K. In almost all cases, P will be a primitive qth root of unity in Z R . The only exception is when R = q, which is possible only if q = 2 and n = 1.
Lemma 1.
Let q, P , n and K be defined as in Eqs. (1.1), (1.2) . If R = q is a prime divisor of K, then P is a primitive qth root of unity in Z R .
Proof. Since R|K|(P q − 1), we know that P q ≡ 1 mod R, and that P is a qth root of unity in Z R . Since q is prime, either P ≡ 1 mod R or P has order q and is a primitive qth root of unity. Since q and R are prime with R = q, we know that gcd(R, P − 1) = gcd(R, s). But R|K and gcd(K, s) = 1 therefore gcd(R, s) = gcd(R, P − 1) = 1. Therefore P = 1 mod R and P is a primitive qth root of unity in Z R . 2
All prime divisors R of K, except for R = q = 2, have the very nice property of being equivalent to one modulo q. This property is essential in deriving formulas for the trace and polynomial coefficients.
Lemma 2. Let P , q, K be defined as in Eqs. (1.1), (1.2) . If R = q is a prime divisor of K then:
(1.5)
Proof. From Lemma 1 P is a primitive qth root of unity in Z R . This implies that gcd(q, φ(R)) > 1. q, R are prime and gcd(q, φ(R)) > 1 together implies that q|(R − 1) and therefore R ≡ 1 (mod q). 2
Minimal order extension field elements
The orders of elements in F P q \ F P must either be divisible by q n+1 or by a factor of K. The smallest of these orders are q n+1 and the prime factors of K. Minimal polynomials for elements of order q n+1 are trivial to find. If α ∈ F P q has order q n+1 then α q = a with a ∈ F P of order q n . Therefore the minimal polynomial for α is f (x) = x q − a, with a zero trace. The minimal order elements α ∈ F P q with prime order R|K have much more interesting minimal polynomials and trace values.
From Lemma 2, the factors R of K have the form tq + 1 for all q > 2 or n > 1. For prime orders R, there are φ(R) = tq elements of order R in F P q and
minimal polynomials for these elements. Let M R = {r i (x) | 0 i < t} be the set of minimal polynomials for all elements α ∈ F P q of order R. We will derive a relationship between the traces of these minimal polynomials. For the smallest possible prime divisors of K we derive exact formulas for the trace for each r i ∈ M R .
Special case: q = 2
Minimal order elements in F P q \ F P when q = 2 do not behave as the elements for q > 2. In this case an elements inverse is its conjugate and the minimal polynomials reciprocal (i.e., the minimal polynomial for the inverse of the element, see [6] ) is the polynomial itself. For q > 2 the inverse of a minimal order element is never one of its conjugates, therefore the minimal polynomial is distinct from its reciprocal. For these reasons the formulas for q = 2 are handled separately.
If α ∈ F P 2 \ F P has prime order R|K with R = 2t + 1, the minimal polynomial for α has the form r(x) = x 2 − Tr(α) + 1 (Lemma 3). Furthermore, the trace values for all minimal polynomials of order R are related by (Lemma 4)
The smallest possible R value, existing only when P ≡ 2 mod 3, is R = 3. In this case there are only two elements of order 3 and only one minimal polynomial for them:
Lemma 3. Let P = 2 n s + 1, R = 2t + 1 an odd prime divisor of K = P 2 −1 2(P −1) and α ∈ F P 2 an element of order R. Then P ≡ −1 mod R, and N(α) = 1.
Proof. This follows directly from Lemma 1: P is a primitive second root of unity in Z R , therefore the order of P in Z R is 2 and P ≡ −1 mod R.
If α ∈ F P 2 has order R then
Lemma 4. Let P = 2 n s + 1, R = 2t + 1 an odd prime divisor of K = P 2 −1 2(P −1) and M R = {r i (x) | 0 i < t} be the set of all minimal polynomials with roots in F P 2 of order R. Then
(2.4)
Proof. Let {α i | 0 i < 2t} be the elements of F P 2 of prime order R and minimal polynomials in M R . Then:
From Lemma 3 we have that P ≡ −1 mod R. Therefore:
Since the order of all α i , α −1 i is R and gcd(R, 2) = 1, we know that
Since α is a primitive Rth root of unity, we know that
Tr(r i ) 2 = −1 + 4t − 1 = 4t − 2.
Since R = 2t + 1, this implies that
If R = 3 (i.e., t = 1), Eq. (2.5) gives us the trace and minimal polynomial:
therefore Tr(α) = −1 and the minimal polynomial for α is r(x) = x 2 + x + 1.
Trace formulas for q > 2
Trace formulas for elements in F P q \ F P for q > 2 are not quite as simple as for q = 2. Since q is odd the minimal orders of interest can be written as R = 2qt + 1 with 0 < t. There are 2t minimal polynomials of order R (see Eq. (2.1)) instead of t. The inverse for an element α ∈ F P q \ F P of order R is not contained in its set of conjugates. Therefore the reciprocal polynomials (the minimal polynomial for the elements inverse) are not equal to the minimal polynomial.
Although the reciprocal polynomials do not equal the minimal polynomial, they are closely related. This relationship is important in deriving the formulas.
Lemma 5. Let q, P , s, n, K be defined as in Eqs. (1.1), (1.2) with q > 2 and the minimal poly-
Furthermore, if the order of α is a prime divisor of K, the reciprocal polynomial is not equal to f (x).
Proof. Evaluating f (x) at α −1 gives us
Furthermore, f is monic since c −1 0 c q−q = 1. Therefore f is the minimal polynomial for α −1 and the reciprocal polynomial for f .
The minimal polynomial and its reciprocal are equivalent if and only if both α and α −1 are roots of f (x); α −1 is a root of f (x) if and only if it is a conjugate of α, or that α −1 = α P i for some 0 i < q. P is a primitive qth root of unity in Z R (Lemma 1) , therefore the order of P in Z R is q. The order of (−1) in Z R is 2, which does not divide the odd prime q. Therefore P i = −1 mod R and α P i = α −1 , for all 0 i < q and f (x) = f (x). 2 Let M R = {r i | 0 i < 2t} once again be the set of all minimal polynomials for elements of order R in F P q . If α ∈ F P q has order R, then its inverse also has order R. If r i (x) is the minimal polynomial for α, let r i (x) be the minimal polynomial for α −1 . Since both α, α −1 have order R and are unique, r i , r i ∈ M R . Furthermore, the reciprocal of the reciprocal is the original polynomial: (r i ) = r i , therefore the reciprocal relation partitions M R . Using this partition, M R can be ordered such that r i = r t+i mod 2t . This ordering is used in the following theorem to derive a formula for the sum of the product of reciprocals in M R . When R = 2q + 1 (i.e., t = 1), the theorem can then be used to compute the two trace values. It may also be valuable in extending the trace formulas to larger R. Theorem 6. Let P , q, K be defined as in Eqs. (1.1), (1.2) with q > 2 and R = 2qt + 1 a prime integer with R|K. If M R = {r i (x) | 0 i < 2t} is the set of order R representative polynomials ordered such that the reciprocal of r i is r i (x) = r t+i (x), then
Proof. Let {α i | 0 i < 2qt} be the set of all elements of order R = 2qt + 1 in F P q . Then:
Since R is prime, for any constant c ≡ 0 mod R,
Other identities for the traces, such as
are simple to prove with this theorem.
Trace formulas for minimal order elements
The smallest of the minimal orders for q > 2 is R = 2q + 1, or t = 1. Using Theorem 6 full formulas for the two trace values of elements of order R will be derived.
Theorem 7. Let P , q be defined as in Eqs. (1.1), (1.2) with q > 2 and R = 2q + 1 prime. If α is an element of order R in F P q and r(x) is its minimal polynomial, then
Proof. Since α and α −1 each has q distinct conjugates, each with prime order R, the combined set of conjugates contains all the (R − 1) = 2q distinct elements of order R or
From Theorem 6 we know that Tr(α) Tr(α −1 ) = R−q 2 = q+1 2 . 2
A direct result of this theorem is a formula for the trace functions of r(x). Proof. Theorem 7 gave us that Tr(α) + Tr(α −1 ) = −1 and Tr(α) Tr(α −1 ) = q+1 2 . Together these generate the quadratic equation:
Tr(α) 2 + Tr(α) + q + 1 2 ≡ 0.
Solving for the trace with the quadratic formula gives:
Tr(α), Tr α −1 ∈ 2 −1 −1 ± (−R) 1 2 .
With these formulas for the trace function, the difference of the traces can be computed: 
